
(Un)lawful 
Interception 
Pascal Gloor 

SwiNOG #25 

07.11.2012 



Agenda 
 
Why? 
Who? 
How? 
Protection? 



Why? 
Gather information without knowledge of the 
person involved, also known as “intelligence”. 



Who? 
Governments, Private Investigators, Private 
companies, Journalists, The People, … 
 



Governments 
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Private Investigators 



Private Companies 



Journalists! 



The People! 



Legal Matrix 

Who? Legal? 

Governments they define it! 

Private investigators 

Private companies 

Journalists 

The People 



How? 
Trojans, IMSI catcher, Physical tapping, … 



GSM – IMSI Catcher 
!   Man-in-the-middle by signal injection (fake GSM 

antenna) 

!   Short range localization (<1500m) 

!   Can also be useful in disaster search for people J 

 



GSM – IMSI Catcher 



GSM – Network hacking 



Spyware (PC) 
!   Used in many countries 

!   Usually for Skype wiretapping 

!   But not only… 
!   USB device activation (Microphone, Camera, Mobile?) 

!   File copy 

!   Network sniffing 



Spyware (PC) 



Spyware (Smartphones) 
!   Used in many countries (Middle-East, Asia) 

!   International movement tracking 

!   Instant voice, SMS, MMS, … tapping 

!   Data copy (Address Book, Calendar, Email, …) 



Spyware (Smartphones) 



Spyware (Smartphones) 



Systematic Internet tapping 
!   Single operator (Monopoly) 

!   Single carrier (Monopoly but free “access” market) 

!   Unlikely in free markets 

!   Technologies / “Features” 
!   User activity logging 
!   Content blocking 
!   Injection proxy 



Injection proxy 
!   Web content injection 

! Javascript injection on login pages 

!   PC Spyware injection 
!   Usually in software updates 

! Microsoft Updates (now signed, hashed) 

!   Apple updates 

!   Common software updates (Flash, PDF reader, …) 

!   Smartphones Spyware injection 



Injection WITH SSL 



Injection proxy 



Injection proxy 
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Physical “injection” 
!   Spyware might be injected manually while you’re 

busy… 
!   … being interrogated for no valid reason 

!   … 



Protection? 
Should I protect myself? 



Personal protection 
!   During business travel or vacations to “some” countries 

you should… 
!   “Clean” the devices you bring with you; 

!   Use a strong encrypted VPN to a trusted place; 

!   Use WDE on your laptop; 



Business protection 
!   If you MUST implement LI solutions… 

!   … choose CAREFULLY your partner 

!   … don’t give any third party full control 

!   … limit strictly access to LI systems 

!   … inspect the systems regulary 



WARNING !!! 
Sneaky Marketing Slide!!!! 



The End 
Questions? 


